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ABSTRACT: This study presents a secure and decentralized online voting system that leverages blockchain 

technology integrated with Aadhaar and iris-based biometric authentication. Utilizing Ethereum smart contracts, the 

system ensures voter eligibility by matching iris scan data hashed via SHA-256 with pre-verified Aadhaar-linked 

hashes. It eliminates duplicate registrations and enhances integrity through tamper-proof transparent vote recording on 

the blockchain. Candidate details, including images and party affiliations, are stored via the IPFS, ensuring 

decentralized accessibility. The front end was developed using React.js, while the backend iris verification was 

performed using Flask, OpenCV, and MediaPipe. The entire voting lifecycle, from voter registration, login, to final 

vote casting, is governed by smart contract logic, ensuring one-person-one-vote, secure election timing, and 

transparency in vote counts. Compared with India’s existing EVM-based system, this method offers enhanced 

transparency, biometric-level voter validation, and immutable audit trails, minimizing the scope for fraud or 

impersonation. Our system architecture and experimental results demonstrate improved efficiency and security 

compared to traditional methods, providing a viable framework for future digital elections in India and beyond. 
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I. INTRODUCTION 

 

Conducting secure, transparent, and accessible elections is the cornerstone of democratic governance. However, 

traditional voting systems, such as those employed in India, often face challenges, including voter impersonation, 

tampering, limited accessibility for remote populations, and logistical inefficiencies. These issues undermine public 

trust and hinder voters’ participation. With the increasing demand for digital transformation and enhanced security, 

recent research has turned to advanced technologies to build more robust, transparent, and inclusive voting 

infrastructure. 

 

Blockchain technology, renowned for its decentralized and tamper-resistant architecture, has emerged as a promising 

solution for addressing the critical challenges of traditional electoral systems. Its immutable ledger ensures that once a 

vote is cast, it cannot be altered, thus fostering voter confidence and process transparency. Simultaneously, biometric 

technologies such as iris recognition offer highly accurate and fraud-resistant identity verification, making them ideal 

for securing digital identities in sensitive applications such as voting. 

 

This paper presents the design and implementation of a secure online voting system that integrates three core 

technologies: Ethereum-based smart contracts for secure and verifiable vote recording, Aadhaar-based identity 

validation for national linkage and voter uniqueness, and iris biometric authentication for two-factor verification. By 

leveraging smart contracts, the system automates vote tallying and enforces “one person, one vote” logic while 

ensuring that no vote can be manipulated or duplicated. The iris scan, hashed, and compared via a backend system, 

ensures that only the legitimate Aadhaar holder can vote. 

 

Furthermore, the IPFS is used to store candidate data, such as images, ensuring decentralized and publicly auditable 

access. This fusion of blockchain, Iris Authentication, and national ID authentication not only enhances electoral 
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integrity, but also paves the way for secure, scalable, and remote voting—particularly crucial in times of pandemic or 

for non-resident voters. The proposed model represents a significant step toward trustworthy digital-first democratic 

systems. 

 

II. METHODOLOGY 

 

The methodology adopted for the project “Blockchain-based Online Voting System with Aadhaar and Iris 

Authentication” integrates blockchain technology, Aadhaar-based verification, and biometric iris recognition to ensure 

a secure, transparent, and tamper-resistant voting experience. This section outlines the techniques, system design, and 

analysis used to implement and evaluate the proposed solution. 

 

1.1 System Architecture and Design  

The proposed system comprises three major modules: the front-end interface, backend authentication engine, and 

Ethereum blockchain smart contract. The front-end, developed using React.js, provides a seamless interface for voter 

registration, login, and voting. The backend, built using Flask, integrates OpenCV and MediaPipe to capture and verify 

the iris image. The Aadhaar number was inputted by the user and verified in conjunction with the iris scan. Once 

verified, the smart contract deployed on the Ethereum test network using Hardhat is invoked to register or log in the 

voter. 

 

1.2 Iris Authentication and Aadhaar Verification  

Users initiate registration by submitting their Aadhaar number and capturing an iris image using a webcam. The image 

was pre-processed, hashed using the SHA-256 algorithm, and matched with the stored data for verification. During the 

login, a similar process is followed to authenticate the voter. The system ensures that each Aadhaar is registered only 

once and voting can be performed only after successful verification. 

 

1.3 Smart Contract Voting Logic  

Smart contracts govern the voting processes. Admins initialize the election by adding candidates and setting time 

constraints. Registered users can view candidate profiles (names, parties, and IPFS-hosted images) and cast immutable 

votes. The smart contract enforces voting rules, prevents double voting, and ensures integrity through decentralized 

recordkeeping. 

 

1.4 Security & Validation Measures 

Security is enforced through two-factor authentication (Aadhaar and iris scans), SHA-256 hashing to prevent biometric 

leakage, and blockchain-based immutability. The system was validated through functional testing, scenario-based 

voting attempts, and a comparison of vote counts before and after each transaction. 

 

III. MODELING AND ANALYSIS 

 

The proposed system architecture follows a Model-View-Controller (MVC) design pattern to ensure separation of 

concerns and maintainability. The system is divided into three primary components: 

 

View:   

The user interface is developed using React.js and serves as the View layer. It facilitates user interaction by providing 

intuitive screens for registration, login, voting, and result display. This front-end communicates with both the smart 

contract backend and the Python-Flask-based biometric verification system. 

Controller:   

The controller layer acts as the logic handler for user and admin activities. For users, it handles Aadhaar number 

submission, iris scan capture, and verification through a Flask-based API using OpenCV and MediaPipe. Upon 

successful validation, it interacts with Ethereum smart contracts to register voters, handle login, and enable vote 

casting. For administrators, it manages candidate entry, election start/stop, and result generation. 
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Model:   

The model component includes the decentralized storage and smart contract state. It maintains critical datasets such as 

voter registration (via Aadhaar + hashed iris), candidate information (name, party, IPFS image hash), and vote counts. 

Data integrity is ensured through blockchain immutability, while IPFS guarantees decentralized storage of visual 

content. 

 

 
 

Figure 1: MVC-Based Architecture of the Web-Based Online Voting System 

 

This layered approach enables secure, modular development and transparent voting operations. The model ensures 

tamper-proof data, the controller governs logic flow and validation, and the view provides accessibility to all 

stakeholders. 

 

IV. RESULTS AND DISCUSSION 

 

Result: 

The proposed system was developed using a modular architecture integrating front-end, back-end, and blockchain 

technologies as described earlier. The implementation phase followed the design principles to ensure secure, 

authenticated, and tamper-proof online voting. Each stage of the system was tested thoroughly to validate functionality 

and robustness. The results are discussed below along with corresponding interface screenshots. 

 

1. User Registration with Aadhaar and Iris Authentication   

The registration interface allows the user to input their Aadhaar number and capture an iris image via a webcam. The 

iris is processed using MediaPipe and OpenCV in a Python Flask backend, and the resulting hash is stored after 

validation. A successful match allows the user to be registered on the Ethereum smart contract through Web3.js.   
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Figure 2: Registration Interface with Iris Capture 

 

2. Secure Voter Login   

For authentication, users log in using their Aadhaar number and a real-time iris scan. The hash of the current iris is 

compared with the stored hash on the blockchain. Only a match allows further access. This step demonstrates the 

effectiveness of the two-factor authentication approach.   

 

 
 

Figure 3: Login Interface with Iris Verification 

 

3. Voting Interface and Blockchain Interaction   

Once authenticated, users are redirected to the voting page where candidate profiles are displayed along with their 

IPFS-hosted images and party names. The voter selects a candidate, and the vote is immutably recorded on the 

blockchain.   

 

 
 

Figure 4: Voting Page Displaying Candidates 

 

4. Vote Confirmation and Tally   

After casting a vote, the system displays a confirmation message. The backend verifies whether the vote count for the 

selected candidate has increased by one. This provides real-time feedback and builds trust in the process.   
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Figure 5: Vote Confirmation Message 

 

5. Admin Interface and Results Display   

An admin panel allows election control including start/end of election and candidate management. Once voting ends, 

the results are displayed showing the candidate with the highest votes. In case of a tie, appropriate messages are shown.  

  

 
 

Figure 6: Admin Panel and Add Candidate 

 

 
 

Figure 7: Admin Panel and Candidate List 
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Figure 8: Admin Panel and Election Status 

 

 
 

Figure 9: Admin Panel and Election Result 

 

Discussion: 

The system demonstrates successful integration of blockchain and biometric authentication, ensuring end-to-end 

security and transparency. Compared to the traditional Indian voting system, which involves EVMs and manual 

verification, this approach offers faster results, better accessibility, and reduced risk of fraud. Each action is logged on 

the blockchain, ensuring immutability and auditability. 

 

 
 

Figure 7: Vote Verification Flow 

 

 

V. CONCLUSION 

 

This research has successfully developed a secure and transparent online voting system using a combination of 

blockchain technology, Aadhaar-based identity verification, and iris recognition for biometric authentication. The 

integration of Ethereum smart contracts ensures immutability and traceability of each vote, addressing core issues like 

tampering, multiple voting, and lack of transparency often found in traditional systems. 
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The system architecture effectively balances user accessibility with high security, leveraging IPFS for decentralized 

image storage and SHA-256 hashing to protect biometric data. Each component-from registration to final vote casting 

was designed to enforce a one-person-one-vote principle while maintaining privacy and trust in the process. 

The implementation demonstrates that advanced technologies, when used together thoughtfully, can overcome the 

logistical inefficiencies and vulnerabilities in conventional voting mechanisms. The project contributes to the vision of 

building future-ready, scalable, and tamper-resistant electoral systems. Future scope includes extending support for 

offline voting, wider biometric coverage, and integration with government election bodies for broader deployment. 
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